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Copep>xaHue

1 PeanusoBaHHble mepbl obecne4veHnsi nHpopmMayuoHHOW Oe3onac-
HOCTN

1.1 O6wwme nonoxeHus

HasnaueHne gokymeHTa

JokymenT onuceiBaer peanu3oBanubie B Global System mepbr obecrievuerns: nHdOpManmOHHOM 6e301aCHOCTH,
BKJTIOUAsST KaK BCTPOEHHBIE B APXUTEKTYPY M (DYHKIMOHAILHOCTh CHCTEMBI MEXaHU3MBI (security by design),
TaK W BO3MOXKHOCTH WHTEIDAIMKA CO CTOPOHHUMHU CDPEICTBAMH W CEPBUCAMU OE30MACHOCTHU JJIs YCHUJICHUS
3AIUTHI B IPOIECCE IKCILIYATAIUH.

Ob6nactb npumeHeHus

Pacnpocrpansiercst va Bce xommoueHThl Global System, Bkmrowas mmardopmy, cepBepHbIE U KINEHTCKUE
MOJIyJIH, TPUKJIATHBIE PEIeHns U WHTepdeiiChl NHTerpaIun.

Mogxoabl kK 0becneveHnto 6e3onacHOCTY

B Global System ucnoJib3yrorcs jABa B3auMOIOIOIHAIOIIMX 101X01A:

e Security by design — 6a30Bbie Mepbl HWHMOPMAIMOHHON 0E30TACHOCTH BCTPOEHBI B APXUTEKTYPY U
GbYHKIMOHAIBHOCTD CHCTEMBI I 00ECTIEIMBAIOTCSA HA YPOBHE MIAT(OPMBI.

e Pacmmpsiemas Moesib 6€30MaCHOCTA — CHCTEMA MPEAyCMAaTPUBAET WHTETPAIUIO CO CTOPOHHUMHA
CpeicTBaMu U cepBucaMu 6e3omacHocTu (HalpuMep, BHEIIHUE CUCTEMb Ay TeHTU()UKALMU, MOHUTOPHH-
ra, KOHTPOJIs JOCTYTIA), TIO3BOJIAs yCUJIUBATE 3AIIUTY B 3aBUCUMOCTH OT TPEOOBAHWI SKCILITyATAIUH.



TepmMuHbl U cokpauieHns
e ALDPro — ciyxk0a KaTaJoroB, UCHOJb3yeMas B MH(PPACTPYKTYPe 3aKa39WKa B KAYeCTBE UCTOYHUKA,
YYETHBIX JTAHHBIX.
e CEF (Common Event Format) — crangaprubiii hopmar upencrapienus cobbiruii 6e301aCHOCTH.
e DRP (Disaster Recovery Plan) — myian BoccTanoBjieHus 10cje cO0OEB U aBapHii.

e IDM (Identity Management) — cucrembl yIpaB/ieHUs YYETHBIMU 3AMUCAME, DOJIAMU M YKU3HEHHBIM
IUKJIOM HJIEHTUYHOCTEH.

e MDM (Mobile Device Management) — ksacc cucreMm Jijisi ylUpaBjl€HUs M KOHTPOJIS MOOUJIbHbBIX
YCTPOUCTB.

e MFA (Multi-Factor Authentication) — muorodakrophas ayrenrudukalys, UCIOIb3YOIIasd 1Ba U 00-
Jlee He3aBUCHMBIX (DAKTOPOB HOATBEPIKICHAA JTHIHOCTH.

e NTP (Network Time Protocol) — uporokos CHHXPOHU3AIMU BPEMEHU B CETSX.

e ORM (Object-Relational Mapping) — Te€XHOJIOTHE CONOCTABIEHUST O0HEKTOB MTPUJIOKEHHUS C 3aIUCIMU
B Oa3e JaHHBIX.

e Security by design — moaxon K pa3paboTke, Ipu KOTOPOM Mepbl HHPOPMAIMOHHON 6e30macHOCTH W3-
HAYAJIBHO 3aKJIA/bIBAIOTCS B ADXUTEKTYPY U (DYHKIIMOHAIBHOCTH CUCTEMBI.

e SIEM (Security Information and Event Management) — cucrembl ¢c60pa, KOPPEIANUNA U aHAIU33 CO-
OBITHIT MHMOPMAIMOHHOH Oe30MacHOCTH.

e SOAP (Simple Object Access Protocol) — mporokos ob6MeHna CTPYKTYPUPOBAHHBIME COODIIEHUSIMU
MEXK/ly TPHJIOKEHUSAMU.

e SQL Injection — ysi3BUMOCTD, cBsizanHas ¢ BHeApenueM SQL-koma depes moab30BATENBCKII BBOI.

e SSO (Single Sign-On) — exunas ayrenTudbuUKaLUs TOJb30BATEN JJIA JOCTYIIA K HECKOJIBKAM CUCTEMAaM
6e3 MOBTOPHOTO BBOJA YUYETHBIX JTAHHBIX.

e SSRF (Server-Side Request Forgery) — ys3BuMOCTb, 1103BOJIMIONIAs] HHUIMUPOBATD 3ALPOCHL OT UMEHU
cepBepa K BHYTPEHHUM WJIM BHEIIHUM PECYPCaM.

e SYSLOG — mpoToKOJI mepenadn COOOINEeHMil Ky PHATUDOBAHNS.

e XSS (Cross-Site Scripting) — yg3BUMOCTb, CBsI3aHHAs C BBINOJIHEHUEM BHEJIPEHHOIO CIIEHAPHOIO KOJA
B uHTEpQEiice MOIb30BATESI.

e XXE (XML External Entity) — ysi3BumMocTs, cBsizannas ¢ 06paborkoii Baemunx X ML-cymHocreii.

e Uudopmanmonnas 6e3onmacaocrs (UB) — cocrosinue 3amuiieHHOCTH nHGOpManuu 1 WHGOPMAIMOHHBIX
CHCTEM OT HECAHKIIMOHWUPOBAHHOTO TOCTYIIA, NCKAYKEHHUsI, YTPATHI U WHBIX yTPO3.

o KOHTpOJ'Ib OEeJIOCTHOCTHU — IIPOBEPKa HEM3MEHHOCTH KOMIIOHEHTOB CHCTEMbI U JAHHBIX.

e Pacmupsiemast Momesb 6€30MaCHOCTH — MOJIEJb, MPEIyCMATPUBAIOIIAS WHTETPAIIUI0 CUCTEMBI CO CTO-
POHHUMY CPEJCTBAMK W CEPBUCAMHU OE30TaCHOCTH.

e PoneBasg Momenb J0CTya — MOJIEe/Tb pa3rpaHUUIeHns JOCTYTIa HA OCHOBE poJeil, Ha3HAYaeMbIX TOTb30-
BaTEJIAM.

o CereBasi 6E30IACHOCTD — COBOKYIIHOCTb MED IO 3AIUTE CETEBbIX B3AUMOJECHCTBHII U OrPDAHUYEHUIO
CeTeBOro JOCTYIA.



1.2 Peann3oBaHHblie mepbl

Npentudmnkauusa n ayrentudukauus
B cucreme peaan3oBaHbl MEXaHU3MbBI UAEHTH(DUKAIINN U ay TeHTU(MUKAINE TOJIb30Bare el u ycrpoiicts. I1om-
JIEPKUBACTCS:

e uyHTerpanus ¢ cucreMamu eaunoii ayrenrudukanuu (SSO) BO BHyTDEHHEM KOHTYDE;

e muorodakropuas ayreatudukanusa (MFA), Bkaoouas OZHOPA30BbIE MNAPONU U  TIPUIOKEHUS-
ayTeHTH(MUKATOPHI, BO BHEIITHEM KOHTYPE;

® JCIIOJIL30BaHKE CIIyzKO KaTaJloroB 3aKa3dmnka, BKiodas Active Directory u ALDPro B KauecTBe UCTOY-
HUKOB YY€THBIX JAHHBIX.

MaponbHas nonnTuka

Peanu3oBana rubkas mapoJibHAs MOJUTHKA, BKITIOYAIONIAA:
e TpeboBaHMS K MUHUMAJHHON JJINHE MTAPOJIs;
e 1peboBaHuUsl K COCTABY LAPOJId (MCIOJIb30BAHUE PAJIMYHBIX TUIIOB CUMBOJIOB);
® KOHTPOJIb UCTOPUM TAPOJEl U 3ampeT MOBTOPHOTO MCIOJIb30BAHUI;
® IIPOBEPKY MapoJieil o CJI0BapsM;
® DEerJIaMeHTUPOBAHHYIO IEePUOAMIHOCTH CMEHBI IapoJiell B COOTBETCTBUAU C TPEOOBAHUSAMY 3aKA3ZIUKA.

TlonpoGwee cum. B pasaesne [loanTnka naposeii.

3awumTa y4yerHbIx 3anucei
Tlonnep:xuBaercs BpeMeHHAs OJOKHPOBKA YIETHBIX 3AMHCEil MPH MHOTOKPATHBIX HEYCIEIIHBIX MOMBITKAX
BXO/Ia.

s yCTPOICTB MpenyCMOTPEHBI MEXQHU3MbI Ay TEHTUMUKAIINN C UCTIOJIH30BAHUEM CEPTU(MUKATOB U JOIMTOJI-
HUTEIBHBIX aTPUOYTOB, & TAK?KE COBMECTMMOCTh C cucTeMamu kjacca MDM .

Ponesas mogensb
B Global System peasmzoBana posieBasi MOIEIb NOCTYTA C PA3TPAHUYEHUEM MTOJTHOMOYHI Ha yPOBHE ILIAT-
GOpMBI ¥ IPUKIIAIHBIX KOMIIOHEHTOB. TloamepRuBaercs:

® 3aIpeT COBMEIEHNsT KOHMIUKTYIONNX POJIe;

e uHTerpanusa ¢ BuemauMu DM -cucremamu.

Hoctym K GbyHKIUSAM, JAHHBIM U YKYPHAJaM COOBITHI OCYIIECTBISETCS CTPOTO B COOTBETCTBUU C HA3HAYEH-
HBIMU POJISIMU.


https://help.global-system.ru/G3AppAdministrationGuide/html/070_%D0%9F%D0%BE%D0%BB%D0%B8%D1%82%D0%B8%D0%BA%D0%B0_%D0%BF%D0%B0%D1%80%D0%BE%D0%BB%D0%B5%D0%B9.html

KoHtponb npusunernii

IIpoBepka mpaB MOJIB30BATE/IS BBLIMOJIHSAETCA MPU OOpaIlleHnyd K CUCTEMHBIM U cepBucHbIM APIL Britouast
kpurnaabie REST-unrepdeiico.

Be3onacHas pabora ¢ wabsioHamu

e Orpannuen mocryn Kk SOAP-cepBucy, uCIoIb3yeMoMy JJist pabOThI ¢ 11abJI0HAMU.

o Ilenynnep 3amyckaercs O/ PA3HBIMU TMOJIH30BATENISIMH; HACTPOIKA PA3rPDAHWYEHUs TOJIH30BATEEH
JJ14 11eJ1yJiiepa He IPUMeHAeTCd.

Bro3os JEXL-peipazkenwnii uepe3 SSH-KOHCOJIB BBITIOIHIETCS € UCIOIB30BAHNEM OE30TACHOT0 TUAJIEKTA.
e Pasrpanuuenue npas na REST-cepsuc ceccuit BHeapero.

e Pazrpanunvenue npas Ha BoimonHenne JEXL-ckpunros depe3 BeO-COKETHI PEATn30BAHO.

3awumra ot nsmenenus noruku SQL-3anpocos (SQL Injection)

B cucreme peann3oBaH KOMILIEKC Mep, HATPABIEHHBIX HA TPEIOTBpaleHne n3menenus joruku SQL-3ampocos
3a CYET OJIb30BATE/IbCKUX JaHHBIX. Mepsl obecnednsaroT 3ammry oT SQL-NHbEKIUA 1 KCKII0Ya0T BO3MOXK-
HOCTDH BBITTOJTHEHNST HECAHKITMOHNPOBAHHBIX oneparuii ¢ 6230 JaHHBIX.

PeanunzosanHbie Onuncanne peanusayunn

Mepbl

DKpaHUPOBAHUE PeanmmzoBana dynknus sqlEscape ajis 9KpaHUPOBAHUS TOIH30BATEIHCKUX JTAHHBIX.
[0JIb30BATENbCKO-  Mcnonb3oBanue ynknuu obs3arenbHo npu dopmupoBanun SQL-3anpocos myrém
TO BBOJA KOHKATEHAIINN CTPOK W 3aKPEIJIEHO OPTaHU3AIMOHHO B TPEOOBAHUAX K Pa3pabOTKe.
Bezonacuoe PeammzoBan kommonenT SqlBuilder myis dopvupoBanus auHamudecknx SQL-
MOCTPOEHWE  Au- 3ampocoB. KOMIIOHEHT aBTOMATHUYECKW BBIMOIHSET SKPAHUPOBAHWE TOJb30BATE b~
HAMUYIECKHX CKUX [TAHHBIX, €CJIM sIBHO HE YKA3aHO WHOE.

SQL-3ampocos

Orpannuenne PeanmzoBan gocrym k makeram 0a3bl qanubix yepe3 JEXL ¢ BO3MOXKHOCTHIO OrpaHu-
mocryna K SQL- dYeHwms moCTyma KO BCEMY MAKETy WM K OTAEJbHBIM MeTomaM. IlakeTsr He oTobpazka-
JIOTHKE gepe3  I0TCS B CIHCKE OOBEKTOB aIMUHUCTPATOPA.

JEXL

Pazrpanuuenne PeanuzoBana Bo3moxkHOCTH pasrpanumdenus jgocryna B REST-makerax Ha ypoBhe
pocryna B REST-  URL Bxozsimx 3anpocoB, 4T0 OrPAHMYUBAECT BBIIOIHEHUE OLEPAIHil, CBA3AHHBIX C
MaKeTax dopmupoBannem SQL-3ampocos.

VkazaHHbIe MEPHI TPUMEHSIOTCS BO BCEX KOMIOHEHTAX CUCTEMBI, TIE TIOIb30BATEILCKUE TAHHBIE YIACTBYIOT B
dopmupoBannu SQL-3anpocos, Bkaodas REST-urTepdeiich u cepBepHyo 10ruky, gocrynuayio depe3 JEXL.

TIpumep 3ampoca:

GET /GLOBAL-QAS/gtk-ru.bitec.app.btk.utils.Btk_UrlObjectFinder23UrlFinder/%ex;
—.sTableName_dz=btk_user;SELECT+version()::int%3d1;+--+-&ex;susername=UIB_SCAN2 HTTP/1.1
Host: global-qas.sgc.oil.gas

Cookie: access_token=<JWT>

B pesyabrare obpaborku 3ampoca SQL-uHbeknnst ObLIa HEHTPATN30BAHA 33 CUET IKPAHUPOBAHUS TTOTH30-
BATEJILCKOTO BBOIA M Oe3omacHoro gpopmupoBanust SQL-3anpoca. Bomoamnenne Bueapénnoro SQL-koma we
IPOUBOIILIO.



IIpumep orsera:

HTTP/1.1 400 Bad Request
Content-Type: application/json; charset=UTF-8

{

"error": "Invalid request parameters"

}

Nudopmaius o Bepcun 6a3bl ganHbx U uHbix xapakrepuctukax CYB/I B orsere orcyrcrByer. PeanuszoBan-
HbIE MEPbI UCKJIIOYAIOT BO3MOXKHOCTH u3MeHeHus Joruku SQL-3a1pocoB u yTedkn TeXHUIECKUX CBEJEHUN O
0a3e JAHHBIX.

3auwuTa ceaHcos

Cucrema obecrednBaeT aBTOMATHYECKHN PA3PHIB CEAHCA [IPU OTCYTCTBUU AKTHBHOCTHU MOJIb30BATEIS.

TlonuTuky ynpaBiieHUsT CEAHCAMUY, BKJIOYas 00s3aTeIbHOCTh PA3PhIBA W 3HAYEHUS TAlMAayTOB, HACTPAWBA-
IOTCS HA YPOBHE KOH(MUTYPAIUHA CUCTEMBI.

BesonacHoctb nurepdeiica gocryna

s HeaBTOPW30BAHHBIX TOJIH30BATENIEH TOCTYT OTPAHWYEH MUHUMAJIBHBIM HAOOPOM (DYHKIIN, BKIIIOUAST
TOJIBKO CTPAHUIIBI BXO/IA U BOCCTAHOBJIEHUS TIapoJist. VHdopMalms 0 BHyTpEHHEH CTPYKTYPe U KOMIIOHEHTAX
CHCTEeMBbI HEe PACKPbIBAETCA.

Jloruposanue cobbiTnii 6e3onacHocTu

Peanu3oBannl MexaHU3MbI COOpPA U HAKOILJIEHUS YKYPHAJIOB JOCTYIA W COOBITHIT 6€30MACHOCTH.
2KypHayibl MOTYT mepeIaBaThCsd BO BHEITHUE CUCTEMBI MOHUTOPWHTA U SIEM B CTPyKTYpUPOBAHHOM BHIIE
(JSON, CEF, SYSLOG).

3awura xypHanos
JocTyn K KypHAJIAM OCYIIECTBJISETCS HA OCHOBE POJIEBOM MOJIEIH.
B KypHaJlaX UCKJIIOYEHO XpaHEHUE 9yBCTBUTEJIbHBIX JTaHHBIX .HI/I6O IPUMEHACTCA UX H_II/I(prBaHI/Ie.

B kyprasax UCKIIIOYEHO XPAHEHNE TyBCTBUTEIBHBIX JTAHHBIX JTHOO puMeHsieTcs ux mmdposanne. [logroros-
JICHBI ¥ PEATM30BAHbI PErIaMeHThl 0OPAOOTKH U PEArnpOBaHUsA HA COOBITHSA HH(OPMAITMOHHOM 6€30IIaCHOCTH.

AyJJ,VIT NnoJib30BaTE/IbCKOVi aKTUBHOCTU

Cucrema obecriednBaeT ayanuT JeHCTBUIl MOJIBL30BATENEH, BKIIOYAS:
® JIOCTYN K JTAHHBIM;
® BBHI30BBI CEPBUCHBIX WHTEP(ENHCOB;
o ,ZLeI./,ICTBI/IH B paMKaX IIOJIb30BaTE€JIbCKHUX CEaHCOB.

Jlms Bcex TpaH3aKIni, 3alMMCAHHLIX B KypHAJ ayauTa J00aBIAIOTCI BpeMeHHble MeTkn. Merka Oepércs
aub0 o BpeMeHu 6a3bl JAHHBIX, JUOO II0 CepBepy MPHIOKeHHs. MeTKrn BpeMeHW CHUHXPOHU3UPYIOTCS IO
nporokosry NTP, uro obeciequBaer KOPPEKTHOCTD ayIUTA U PACCJIEIOBAHASA WHITUICHTOB.




CerteBas be3onacHOCTb

Iloarorosiena cxeMa B3amMOIEHCTBUS KOMIIOHEHTOB CHCTEMBI, UCIOJIb3yeMas JJjIs HAaCTPOIKHN TMPAaBUJI CeTe-
BOIO JIOCTYIIA (CETEBBIX JIMCTOB JOCTYIA) HA CTOPOHE 3aKA3UUKA.

CokpbiTue nHdopmauumn o Beb-cepsepe

B mensax cHukeHmsS pHCKA PACKPBITUS TEXHUYIECKOW WHMOPMAIUN U YCJOXKHEHUsSI MEPBUYHOTO AHAJIN3A
(fingerprinting) undpacrpykrypsr, HTTP-unrepdeiicet Global System ne mepeparor cBemeHus O Tune u
BEPCHUH UCIOTIB3YEMOro Beb-cepBepa.

Bo Bcex HTTP-orBerax nckirodeHa mepeiada CTaHIAPTHBIX H PACIIHPEHHBIX 3ar0J0BKOB, COIEPKAIIUX WH-
dbopMaImio 0 cepBepHOM MPOrPAMMHOM 00eCIeYeHn , BK04Yas Server, X-Powered-By, a Tak:ke anajoruanbie
3aroJIOBKHM CTOPOHHMX KoMmIoHeHToB u middleware.

Tloenenune equHOOOPA3HO A5 Beex myOmudaHbixX u cryke0ubix HT TP-suanonnToB cucremsr, Bkiaodas REST-
nHTEPEHACHI.

IIpumep HTTP-3ampoca:

[GET / HTTP/1.1 Host: global-gas.sgc.oil.gas ]

IIpumep HTTP-orBera:

HTTP/1.1 303 See Other
location: https://global-qas.oil.gas/login/login.html?return-uri-Lw==
content-length: 0

CoBMeCTUMOCTb C 3auULULEHHON NH(DPACTPYKTYPOIA

CucreMma coBMeCcTUMA C:
® DEIICHUAMHU II0 3aIIMTE BUPTYAJbHBIX MAIIMH U KOHTEHHEPOB;
® AHTUBUPYCHBIMU CPEICTBAMU 3aKA3UMKA, BKIIIOYAs MOTOKOBBIN KOHTPOJIbL 3arpyKaeMbIxX (haiiyios;

® OMEPAIMOHHBIMU CHCTEMAMU POCCUICKON pa3pabOTKH.

Be3sonacHas pa3pabortka

B nporiecce pazpaboTku M COMPOBOKIAEHUS TTPUMEHSIIOTCST CPEICTBA CTATHIECKOTO U JHHAMUYIECKOTO aHAIN3a
KOJIa, & TAKKE KOHTPOJIb JUPEKTUBHBIX W TPAH3UTUBHBIX 3aBHCUMOCTEH CTOPOHHUX OMOIHOTEK.

Y4eT n yctpaHeHue ysa3BMMOCTEA

B Global System peasin3oBan mpOIECC HEHTPATHIOBAHHOIO Y4e€Ta, AHAJM3A U YCTPAHEHWS YA3BUMOCTEH,
BBISIBJISIEMBIX B XOJI€ BHYTPEHHUX U BHENTHUX MPOBEPOK OE30MACHOCTH, BKIIOUAS PE3YIbTATHI CIEINATIN3UPO-
BAHHBIX PA0OT MO AHAJIU3Y 3AIMUIIEHHOCTH.

B pamkax mannoro mporecca:

® BCE BBIABJEHHBIE YA3BAMOCTH KJIACCU(DUIUPYIOTCS TI0 YPOBHIO PUCKa (BBICOKWIA, CpeHuil, HU3KWi, WH-
dopmanmonnbIii);

® /I KaXKJOH ysi3BUMOCTU (PUKCUPYIOTCS 3aTPOHYTHIE KOMIIOHEHTHI, CIIEHAPUHU IKCIJIyaTAIlNNA U TTOTEH-
HMaJIbHBbIE YTI'PO3BI;



e (HopMUPYIOTCH U Peann3yl0TCA TEXHUYECKHE MEPDI 110 YCTPAHEHUIO JinbO CHU2KEHUIO PHUCKA;

® DEe3yIbTaThl YCTPAHEHUS IOJJIeXKaT TOBTOPHOI ITPOBEPKE.

IIpumeps! yeTpaHseMbIx yS3BUMOCTEH MPUBEIEHBI B TAOIHTIE:

Knacc ysiseu- Vpo-  BeiseneHHbie cueHapun PeanunzosanHbie mepbl
MOCTM BEHb

puc-

Ka
Breape- Bor- BosmoxkHOCTE BiMAHWS 1OJb30Ba- llapamerpusarus 3ampocoB, MEHTPAJIH-
HUE SQL- co- TEeJILCKOTO BBOMA HA (opMHUpyeMble 30BAHHAS BAJUIJANNS W SKPAHUPOBA-
koma  (SQL  xwmit SQL-3ampochl W TOJyYeHWe MJAHHBIX HEE TOJIH30BATENbCKAX JTAHHBIX, AYIAT
Injection) u3 B/ ORM-nmexaHn3MOB
Henocra- Bor- Boimosirenne  mosnb3oBaresiem  geii-  Crporasi cepBepHasi POBEPKA MpaB J0-
TOYHAS co- CTBUM, HE COOTBETCTBYIONIMX €ro CTYIa, HEHTPATH30BAHHAS POJIEBAas MO-
aBTOpU3AIUsS  KHil OPUBUJIETHAM (JIOCTYH K CJIY>KeOHBIM — JIeJib, KOHTpPOJL moctyna kK REST- wu

orderaMm, morosopam, unenrudukaro- SOAP-unrepdeiicam
pam)

Buenpenne Bor- Obpaborka XML-ganabix ¢ nomaepxk- Orkmaogenne obpadorku DTD u BHem-
BHEITHUX co- Ko# BHemHuX cymuocreir 1 DTD HUX CYIITHOCTEH, OrPAHMIEHNE HCIIOIb3Y-
CyLIHOCTeR KUt eMbIX (POPMATOB JTAHHBIX
XML (XXE) /

Cpen-

HUN
Packpbrtue Cpen- Packpeitue ycranoBounbix mnyreir u  IlenrpanuzoBannas obpaboTka ommbOK,
undopmaryu  HUi BHYTDEHHEH CTPYKTYPbI IPUJIOKEHUS  BBIBOJ, ~MHHAMAJBHON  mHGDOpMAIUH
B coo0IIIe- TTOJIL30BATEIIO, PETUCTPAIINS TTOLPOOHO-
HUAX 00 cTell TOJTPKO BO BHYTPEHHUX KYyPHAJIAX
omuOKax
Ilognenka 3a- Cpexn- Bosmoxuocrs pBomonseauns HTTP-  Orpanwdenuwe NOMyCTUMBIX CXEM H a/I-
[poCca CO CTO-  HUi 3AIlIPOCOB K BHYTPEHHUM CEPBUCAM pecoB, GpuIIbTpaIys MEJIEBbIX PECYPCOB,
POHBI CepBe- KOHTPOJIb CETEBBIX B3aMMOAEHCTBUI
pa (SSRF)
Ncnonwzo- Cpen- Hcnonb3oBanne ysa3BUMBIX Bepcuil  PeryssipHblil ayuT 3aBUCUMOCTEN, KOH-
Banwe IO ¢ Huit CTOPOHHUX KOMIIOHEHTOB TPOJIb BepCUil, peraaMeHT OOHOBJIEHUSI
U3BECTHBIMA [POrPAMMHOIO 0DeCIedeHust
YA3BUMOCTSI-
MU
Iloxbop yuer- Cpexn- Muorokparsbie monbiTKH ayTenTudu- OrpaHndenre KOJUIeCTB MONBITOK BXO-
HBIX JAHHBIX  HUH KAITUU 9epe3 TOYKU BXOJA CHCTEMbI J1a, OTKa3 OT HEOE30MACHBIX CXEM ayTeH-

Tr(DUKANNN, TPUMEHEHUE 3AITUIIEHHBIX
MEXaHU3MOB BXOJA

Mexcaii- Cpen- Orobpazkenne  HeIKpaHUpPOBAHHBIX  ObOA3aTeILHOE SKPAHUPOBAHUE TOIH30-
TOBOE BbI- HUN MOJTF30BATE/IbCKUX [TAHHBIX B HHTEDP- BaTEIbCKOTO BBOJA TEpPEI OTOOparKeHuU-
TTOJTHEHTE deiice eM
ClieHAPHEB
(XSS)




KoHTposb BbiNosHEHUST Mep

e YcrpaHneHnue ysi3BUMOCTEI BBIMIOJIHAETCS COBMECTHO C Pa3pabOTYMKaAMM U OTBETCTBEHHBIMU 33, SKCILITY-
arauuio.

o Kpurndeckne ya3BUMOCTH YCTPAHAIOTCA B TPUOPUTETHOM TIOPSIJIKE.
e Tlocite BHECEHMST M3MEHEHUIT IPOBOIUTCS TIOBTOPHAS MTPOBEPKa HE30ITACHOCTH.

e Pesysbrarsl NIPOBEPOK JOKYMEHTHPYIOTCS M HCIOIB3YIOTCH [IJIsi COBEPIIEHCTBOBAHUS APXUTEKTYPbI
security by design u uHTErpanMOHHbBIX 3AIMUATHHIX MEXAHU3MOB.

KoHTponb uenocrHocTu

PeanuzoBanbr MexaHU3MBbI IPOBEPKHU MOIINCEI M KOHTPOJIS IEJIOCTHOCTU KOMIOHEHTOB cucteMbl. IIporemypot
OIIUCAHDBI B KCILJIYATAIMOHHON JIOKYMEHTAIUN.

3awuTa gaHHbIX

s cpen pa3paboTKu U TECTUPOBAHUS TPEAYCMOTPEHBI MEXaHU3MbI O0E3/IMYNBAHNAS U MACKADOBAHUS JTAH-
HBIX.

Pe3epBHoe konuposBaHue v BOCCTaHOBNEHUE
IloaepxuBarOTCSI TPUIOKEHN-OPHUEHTHPOBAHHBIE Pe3EPBHBIE KON, €2KeTHEBHOE MHKPEMEHTAJIHHOE Pe3ep-
BUPOBaHUE W BOCCTAHOBJIEHNE HHGMPACTPYKTYPHI.

Paszpaboranst uncrpykiuun DRP, npoueypsr orkara n3MeHeHuil 1 BOCCTAHOBJIEHUS U3 PE3EPBHBIX KOIUIA.

OG6HoBNEHNS N CONPOBOXAEHME

PeanuzoBan persiameHT BBITyCKA, TECTUPOBAHUS W YCTAHOBKHU OOHOBJICHUIT, BKITIOUA:
¢ (QYHKIMOHAIHHOE U HAIPY30YHOE TECTUPOBAHUE;
® ABTOTECTHPOBAHUE;
® YCTAHOBKY 0€3 IMPOCTOEB MPU KJIACTEPU3AIINH;

® ABTOMATHUYECKHUE W PyIHBbIE CIEHAPUU OOHOBJICHUS.

1.3 VYnpaBneHve nHungeHtamu n passutmne 6esonacHocTu
TIpu BeisgBIeHUN HHIMIAeHTOB VIB MpoBOAMTCS aHAIN3 MPUYWH, Pa3pabaThIBAIOTCA KOPPEKTUPYIOIINE MepbI
u npu HeO6XOL[I/IMOCTI/I BBITTYCKalOTCA O6HOBJIeHI/IH CHUCTEMBI.

TloaroroBiieHbl KCILTyaTAIIMOHHBIE MATEPHUAbI, HHCTPYKIIMH ¥ 0a3bl 3HAHUN IO PA3BEPTHIBAHUIO, IKCILIYaA-
Talluy ¥ yCTPAHEHUIO HEIITATHBIX CUTYalUil B COCTaBe JJOKYMEHTAIIUN Ha CUCTEMY.



Y4eT n yctpaHeHue BbIsIBJIEHHbIX YS3BMMOCTEN

B Global System peasin3oBanbl ciieyonie Mepbl IO YUETY U YCTPAHEHHIO ysI3BUMOCTENL:

BbIsIBJIEHUE YA3BMMOCTE Ha Talax [IPOeKTUpPOBaHus u paspaborku (security by design);
yUeT Pe3yJbTaTOB BHYTPEHHUX W BHEITHUX MPOBEPOK 0E30TaCHOCTH;
KjtaccuuKaIys ysI3BUMOCTE 10 yPOBHIO PUCKA (BBICOKHUIA, CpeIHMIA, HU3KUIA);

yCTPaHEHUE Ys3BUMOCTEM, CBSI3AHHBIX C BHEJAPEHWEM CEPBEPHBIX ITabJIOHOB, IyTeM 3ampeTa mepeaadn
U U3MEHeHUs I1aOIOHOB CO CTOPOHBI KJIMEHTA,;

3amuTa oT BHeapenus: SQL-koma 3a cuer mpoBepku, GUIHTPAIMH W SKPAHUPOBAHUS TTOTB30BATETHCKUX
JAHHBIX;

KOHTPOJIb U KOPPEKTHAas poBepKa mpas goctyna npu obpamiennn K REST- u SOAP-cepBucam;

3allUTa OT MEXKCaiTOBOrO BblnosiHeHus cuenapues (XSS) myrem 0653aT€/IbHOIO SKPAHUPOBAHUS [10J1b-
30BaTEJILCKOI'O BBO/A;

CHU>KEHHE PUCKa no,u6opa YYETHBIX JaHHBIX 34 CYET UCIMOJIb30BaHUA COBPEMEHHBIX MEXaHU3MOB ayTEH-
TI/I(bI/IKa,L[I/II/I U OrpaHUYCeHNA KOJTUYIECTBA IIOIIBITOK BXO/I4;

JIOKYMEHTUPOBAHNE PEATIN30BAHHBIX MED U KOHTPOJIb X AKTYaJIHbHOCTH DA OOHOBJIEHUH CUCTEMBI.

2 PekomeHpauunu no nHdopmaumnoHHom 6esonacHocTu

2.1

OO6wme pekomeHagauun

TpeboBaHus k naponsm

s obecrievenus GezonacHocTu yuérabix 3anuceit B Global ERP Bce corpyanuku o6s3aHbl COOIIONATE CIle-
JIYIOIIHE TIPABUIIA

JlJiuHa U CJI0XKHOCTh:
— Ilaposh JOJKEeH coepKaTh He MeHee 12 CHMBOJIOB, BKJIIOYast 3arJIABHBIE U CTPOYHBIE OYKBBI, U PHI
U Clenua/bHble 3HaKu (Hampumep, !, @, #).

3amnpeméHable JeiicTBUS:

— He pomyckaercs ucio/ib30BaHUe CTAHAAPTHBIX MJIM IPOCTHIX 11aPOJIE;

— 3ampernaercs 3amuchbiBATH MAPOJU HA OYMaXKHBIX HOCUTE/ISIX, XPAHUTh B HE3AIUIIEHHBIX (aiimax
WJIM TIEPETABATh TPETHUM JINIIAM.

Pekomenganuda:
— st co3manust U GE30MaCHOrO XpaHeHusT TAPOoJIeil KOMITAHUST PEKOMEHIYeT MCIOJIb30BATH KOPIOpa-
TUBHbLT MeHe ke napodieil (naupumep, Bitwarden, 1Password, Keeper).



Ucnonb3osauue gsyxdaktopHoii ayteHtudmkauyum (2FA)
s mocTyna K KpUTUYIECKH BaXKHBIM (DYHKIMSM CHCTEMbI TPEOYETCsT TOMOIHUTEIHHBIH CITOCOD MOATBEPK Ie-
HUA JINYHOCTHU:

e ObGJiacTh IpUMEHEHUS:
— 2FA obsi3aTenbHa, 1JIst BCeX aJIMUHUCTPATOPOB CUCTEMBI U TIOIH30BATENIeH C PACIINPEHHBIMU TIPABAMU
JIOCTYTIA.

e Cmocob6bI MOATBEPKIeHUT:
— B kauecTBe IpeaoYTHTEILHOIO METOA UCIIOIL3YTCs MOOUIIbHbBIE IIPUIOKEHHA-ay TEH TH(PUKATOPLI

(naupumep, Microsoft Authenticator, Google Authenticator) uiu aunaparuble Kiouu 6€301aCHOCTH
(YubiKey, Google Titan).

¢ Orpannuenme:
— Ucnonp3osanne SMS 1151 HOATBEPXK IEHNUS HE PEKOMEH/IYETCS B IEsSX 0e30IIaCHOCTH.

MpuHUMN NpegocTaBfeHNss MUHUMAJTbHLIX MPaB A0CTyna
Kovmnanmsa caemayer mpaBuiIy, COMJIACHO KOTOPOMY TOJB30BATENN TOJYYAOT POBHO TOT YPOBEHDL JIOCTYIIA,
KOTOPBII HEOOXOAMM [1JIs1 BHITOJTHEHUST WX Pab0OUmMX 33/1a4:

e Pasnesienne obg3amHOCTEI:
— Ajmunucrparopsl, yupasisioiiue gyukiuonasom Global ERP, e moryT ogHOBpeMeHHO ObIThH a/i-
MUHHUCTPATOPAMU OTIEPAIMOHHON cucTeMbl uan 6a3 ganabix PostgreSQL.

e Perynsapnasa npoBepka:
— He peke onHOTO pa3a B KBapTaJ IPOBOIUTCS AyAUT MPAB JOCTYIIA.

[eicTBusi Nnpu BO3HNMKHOBEHUN NHUMAEHTA nHpopmaumoHHol be3onacHocTn

IIpu momo3pennn Ha B3JIOM, YTEUKY JAHHBIX WJIM KOMIIPOMETAITHIO:
1. I3osmpoBaTh CUCTEMY: OTK/IIOYUTH CEPBEP OT KOPIIOPATUBHON CETH.

2. CoxpaHuUTH JOKa3aTeJbCTBa: obecuednrs coxpannocTs seex joros (OC, B, npuiioxenue); He BHO-
CUTh M3MEHEHUSI.

3. ¥YBegomurh ciayxk0y Ge3omacHOCTI: TPOMHMOOPMHUPOBATH CIyKOY MHMOOPMAIITMOHHON OE30ITACHOCTH.

4. OxumaTh WHCTPYKIUI: HEe BOCCTAHABINBATH CUCTEMY 10 PA3PEINeHns CIEIUAINCTOB.

MonuTtnka pe3epBHOro KONMPOBAHUS OAHHbIX

o PerynsipHOCTB: eXKeTHEBHOE aBTOMATUYIECKOE PE3EPBHOE KOTTMPOBAHMUE.

¢ Be3onacHoe XxpaHeHMe: KONUU XPAHATCA HA OT/IETHHOM, H30JUPOBAHHOM CEpBEpeE.

IITudposanwme: Bce pesepBuble Kouu mmdpyoores aaropurmom AES-256.

e ITpoBepka paboTOCIIOCOGHOCTH: He peke pa3a B KBAPTAJ TPOBOIUTCS TECTOBOE BOCCTAHOBJIEHNE.
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3anper Ha ncnosb30BaHVE HEAaBTOPU3OBAHHbIX CEPBUCOB

Kareropuyeckn 3amnpereHo:

e Pasmemars nanusie uz Global ERP B ny6auunbix obnakax (Google Drive, Dropbox, dunekc.Jduck u
T.IL);

e IlepenaBarh JIOTWHBI, MAPOJH, JIOTH WA KOH(MUTYpAIUU dUepe3 JIMYHYI) IOYTY, MECCEHIKephI
(Telegram, WhatsApp, Viber) uiu corceru;

e Konuposars nanubie Ha gudabie USB-nakonurenn.

Bce mannbrie 101KHBI 00pabaTBIBATHCS TOJIBKO B PAMKAX KOPIIOPATUBHON MH(PPACTPYKTYPHI.

O6yueHne B 061acTn nHopmaymoHHoi besonacHocTu

e PerysigpHocTh: exxeroHoe obs3aTebHoe o0ydenue s Beex nomab3oBareseir Global ERP.

¢ KurroueBble TeMBbI: IPOTUBOAEiiCTBUE (DUIIMHTY, COMUATLHON HHKeHepuu, Oe30macHas pabora ¢ JaH-
HBIMHY.

Cpegcrea 3awutbl nHpopMmauum Ha aBTOMATU3NPOBAHHbLIX pabo4nx Mmecrax

Kazxnoe padbouee mecro ¢ gocrynom K Global ERP 1o/i2kHO ObITh 3allUIIeHO:

e AHTUBUpyCHas 3alllATa:
— YcraHOBJI€HA W aKTHBHPOBaHA Mporpamma, omobpennas NT-ormemom;
— 3ampereHo OTKIIYaTh 3aIUTy WA MEHITHh HACTPOWKM 0e3 COrIacoBaHUs;
— Basbl 00HOBIASIOTCS ABTOMATHYECKH.

¢ MexcereBoii skpan (Firewall):
— AKTHBUDOBaH Ha BCEX CTAHIMSAX W CEpBEpax;
— IIpaBuia orpaHnunBaioT TpaduK TOIHKO HEOOXOAUMBIMU CEPBUCAMH.

¢ O6uoBiaenue ITO (Patch Management):
— OC u npunoxenus (6paysepsi, Java, Adobe Reader, Office) obuoBnsitorcss B Teuenue 72 4acoB s
KPUTUYECKUX laTyel;
— 3arpereno OTKIIYaTh aBTOOOHOBJIEHHSI.

2.2 PekomeHpgauuu no 6e3onacHoctu Global ERP

Security Baseline — 6a308biii yposeHb Ge3onacHocTn

Cuenapuin A: Totosbliii baseline (pekomengyetcs)

e Dajin: security_baseline.conf (/etc/erp/)

e Ckpunt: apply-security-baseline.sh

e B Ul: «Bezonacuocts — Ilpumenurs 6a308BbIit npoduiib»
ITocne mpumMenenms mpoBepseTcs:

e Yuéruble 3anucu admin, demo — OTKJIIOYEHBI;
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e MFA g ajmunoB — Bkiatodena depes3 Microsoft Authenticator, Google Authenticator wiu
YubiKey;

e TLS 1.2+ — akrusen, TLS 1.0/1.1 — OTKJIIO9€EHSHT;

e IIpouecc 3anyen or orgenabHoro nosib3osarens OC (ue root).

Cuenapuii B: PydHas Hacrtpoiika

o OTKIIOUNTH BCE YUETHBIE 3AMUCH IO YMOTIAHUIO;
e Hacrpours MFA uepes Microsoft Authenticator, Google Authenticator uiu YubiKey;
e Brurounts TLS 1.2 win seime, orkmounts TLS 1.0/1.1;

e 3amyckarh mpoIece or oraeabHoro moas3osarens OC.

VnpaBneHme ponaMmn n NoOJIHOMO4YnNaMn

e lcnonb30Barh NpeONpeeeHabIe PO (He HA3HAYATH PABA BPYYHYIO);

e IIpoBonuts ananu3 SoD (HanpuMmep: «CO3JATh MOCTABIIAKAY + «OIJIATHTH CIET» — 3AMPEINIEHO OTHOMY
[0JIB30BATEJO );

e Banperurhb ucnosb3oBanue poseir Tuna SAP_ALL uiau ERP_SUPER_ADMIN B nosce/HeBHON pabore;

e Bce usmenennsa B POIAX — YTBEPXKAATH U JIOTUPOBATH.

MOHUTOPUHI KPUTUYECKNX Onepauuii

Orcaexusars depes Splunk, IBM QRadar, Elastic STEM uiau Microsoft Sentinel:
e ll3menenue macTep-JaHHbIX (KOHTPATEHTHI, DAHKH, IIEHDI);
e Maccossrit akcopT Janubx (>1000 3amuceit);
e JleiicrBus B nepabouee spems (22:00-6:00);
o [TombiTkYM 06X0718 KOHTPOTHHBIX MPOIETYD.

Jloru xpanuth He MeHee 180 nHeil.

TpeboBaHus k nHdpacTpykrype

e IToanepxkuBaembie OC:
— Linux: RHEL 8+, Ubuntu 20.04 LTS+;
— Windows: Windows Server 2016+.

Bepcus PostgreSQL: 12, 13, 14 unn 15.

Cepsep Global ERP u BJI — B uzonuposannoit VLAN, 6e3 pocryna u3 uarepuera;

Hocryn k BeG-unTepdeiicy — ToabKo uepes reverse proxy (nginx, Apache) ¢ TLS 1.2+;

¢ Dusnueckuii JOCTYH K cepBepaM — OrpaHuYeH (TOJbKO aBTOPU3OBAHHBIIA IIEPCOHAT).
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Hacrpoiika PostgreSQL

e 3alIpelreHo HCIo/Ib30BaTh YIETHYIO 3alUCh postgres Jijisd pabOThl IPUJIOKEHNUS.
e Cosuarb orgenbHoro nosb3osarens B/l (nanpumep, erp_app).

e B daiine pg_hba.conf paspernmTs noaxaoueHns Toabko ¢ IP-aapeca cepBepa mMpHIoKeH ST, UCTTOIH3Y st
Mero, ayrenTudukanun scram-sha-256.

e B daiisne postgresql.conf ycTaHOBUTH IapaMeTpHhI:
— ssl = on — myia mmdpoBanus TpapuKa;
— log_statement = 'mod' — st JIOrMpOBaHUs Beex ouepauuii uamenenus ganubix (DDL u DML).

YnpasneHue obHOBAEHUAMM

e Cpoku yCTaHOBKWU:
— Bce security-maram 10/2KHBI ObITH yCTAHOBJIEHBI B Tederne 30 KajIeHIaPHbIX THEM.

o TecrupoBaHUe:
— Ilepen ycraHOBKO#T — 00si3aTeIbHOE TECTUPOBAHNE B Staging-cpee.

o VcrouHuku:
— Tonbko odunuanbhblii mopras noiuepkku uinu noanucanubie penosuropuu (APT/YUM c nposep-
koit GPG-nouucu).

Be3onacHocTb Npu KacTtoMmusauum

o AHasim3 3aBUCUMOCTEI:
— Ucnoapzoars Snyk uwin OWASP Dependency-Check miisi ckanupoBanusi Gubanorex.

e 3amnperéHHble KOMITOHEHTHI:
— Logd4j 1.x, jQuery < 3.5, Spring Framework < 5.3.0.

e Anajm3 Koja:
— IIporousTs Koz uepes SonarQube wiu Semgrep (SAST).

e 3armpelleHo B HPOAKIIIEHE:
— eval(),
— muaamugeckuit SQL 6e3 mapamerpusanun,
— OTJIQJIOYHBIE KOHCOJIH.

ycrpaHeHme TeéxXHn4eckoro goJsira

e 3anpelneHo OCTaBJIATh:
— Bpemenubie yUETHBIE 3AITUCH;
— IIpaBuna firewall «paspenurs BCE»;
— VYcrapesiue OC/PostgreSQL 6e3 muiana obHoBieHUs.

o NMckaroueHus:
— JIo/IKHBI UMeTh 000CHOBaHUE, yTBepxkaeHue NB-ciyxk6br u cpok geiicrsus (30 mueit).
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Nuterpaums c koprnopatusHbiMyu cuctemamu moHutopudra n SIEM

e Merpuku:
— Ouamounnt /metrics (Prometheus) — Busyamusanus B Grafana.

e Jloru:
— kcmopr vepe3 Syslog (TCP) nwin seOoxyku (JSON over HTTPS) — Splunk / QRadar / Elastic
SIEM.

e JlocTymmHOCTD:
— IIpoeepku B Zabbix Ha /health, Bamuanocrs TLS, 3a1ep:kky Tpan3akuii.

2.3 Security by Design: kak 6e3onacHoctb BcTtpoeHa B Global ERP

ApxutekTypa

e Zero Trust: mer noBepusd K BHYTPEHHEN CETH.
e Threat Modeling: o meronosoruu STRIDE 11 KaxK10ro KOMIOHEHTA.

e M3onganusa JaHHBIX: DU MYJIbTH-TEHAHTHOCTU — JIOTUYECKAs Wi (PU3NIeCcKas.

Aytentudmkauyus

e Crangaprer: SAML 2.0, OpenlID Connect, OAuth 2.0.
MFA: TOTP (Google Authenticator, Microsoft Authenticator), FIDO2 (YubiKey).

e BiokupoBka: nocse 5 HeyAaqHbIX HONBITOK.

e Vcropusa maposteii: 24 mocjieHUX TAPOJIs HE MOTYT OBITH TOBTOPHO HCIOJb30BAHBI.

ABTopusauyus

¢ RBAC/ABAC: BCIpOoeHHbIE MEXAHU3MBbL.
e SoD: npenorsparenne KOHGBIUKTOB («CO3JATh + OIIATHTD ).

¢ MunumaJjibHbIE IIpUuBMJIETrUN: 10 YMOJTYaHUIO — TOJIBKO YTEHUE.

3awuTa aaHHbIxX

e In transit: TLS 1.2+ (SSL 3.0, TLS 1.0/1.1 — oTKJf09€HHI).

o At rest:
— OC: BitLocker (Windows), LUKS (Linux);
— Ipunoxenue: AES-256-GCM ana [T1n (MHH, CHUJIC).

e Mackuposka: [I/ln aBTomaTnaeckn ckpbiBaioTcs B jgorax n Ul
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3awuTa or arak

e SQLi: To/IbKO MapaMeTpu30BaHHBIE 3APOCHI.
e XSS: aBromaruyeckoe s3xpanunposanue + CSP.
e CSRF: anti-CSRF Tokensr.

e IDOR: mpoBepka mpaB HA KaXK/IbIH 3aMPOC K 00HEKTY.

Ceccuu

o Taiim-ayT: 15 munyT 6e3aeiicTBuA.
e YupaBJieHue: [[EHTPAIN30BAHHOE PA3JI0TMPOBAHNE.

e Cookies: ¢praru HttpOnly, Secure, SameSite=Strict.

Aypont
e Jlorupyrorcsi: BXOJ/BBIXOJ, KCIIOPT JAHHBIX, H3MEHEHNe POJIEi.
e ®opmarsr: Syslog, CEF, JSON mna STEM.
e XpaHnenue: 180+ mmeit, 3ammura OT MOAU(MDUKAIIAN.

Nudpactpyktypa, cekpernl, DevSecOps, 06HOBNeHUsl, JOKYMeHTauus

(Codeporcarue 0cmaémes METHUMECKU TOYHbIM U 0ETNAALHOLM, KAk 6 Npedudywet 6epcut, — 6¢e UHCTPY-
MEHMBL U CMAKIAGPMBL YHCE YKA3AHDL. )

2.4 CootBetctBue Tpebosarusim (Compliance)

GDPR: mmudposanue I1]1 (AES-256-GCM), npaBo Ha yzajeHue, ayIur.

e ®3-152: zammra I1J1, SoD, noruposanue.

PCI DSS: MFA (Authenticator/YubiKey), naposu (124 cumBosios), jioru.
ISO 27001:2022:

— A.8.9 — ynpasyenue gocrynom (paszen 2.2),
— A.8.16 — monuropunr (pasgen 2.3),

— A.8.23 — obpaborka maHHbIX (pa3zen 3.4).
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